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Social Services
A state Department of Human Services 
announced a data breach after nine of its 
employees clicked on a phishing link, 
compromising nearly 2 million emails. 
These emails may have exposed the names, 
addresses, dates of birth, Social 
Security numbers, and other information 
of as many as 1.6 million clients.

Total Payout: $68,050

    M

Manufacturing
A sweet’s manufacturer notified 
approximately 12,000 customers who 
purchased items through the company’s 
online store. Malicious code was found on 
the website’s checkout page, which could 
capture customer names, addresses, phone 
numbers, fax numbers, payment card type, 
payment card numbers, expiration dates, 
and verification codes.

Total Payout: $52,000

Cyber claims happen to 
businesses like yours. 

Don’t let them happen 
to you.
Cyber risk is everywhere. Read on for a few 
examples of what can, and has gone wrong.

    H

Hospitality
A casino had a ransomware attack that 
resulted in a $150,000 ransomware 
payment. As a result of the ransomware 
attack, the casino was shut down for three 
days causing further damages and losses.

Total Payout: $800,000

    R

Restaurant
The point of sale systems of a U.S.-based 
restaurant chain, were compromised 
through a third-party vendor’s system, 
giving hackers the ability to install 
malware to capture the payment card 
information of customers between August 
2017 and February 2019.

Total Payout: $650,000

    H

Healthcare
Patients of a medical service were 
notified of a 16-month long data-breach. 
Approximately 42,000 individuals had 
their sensitive personal and health 
information exposed, including medical 
histories, insurance information, Social 
Security numbers, names, phone 
numbers, and addresses. 

Total Payout: $2,500,000

    N

Non-Profit
A non-profit’s computer system were 
breached to extort them by threatening 
to release the employee login credentials. 
The hackers also engaged in a cyber 
attack that brought down their entire 
computer system for more than a month.

Total Payout: $1,606,550
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